LINUX Risk Assessment, Controls and Test Steps
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	1. Users

Unauthorized access to operating systems could be inadvertently or maliciously disable a system or allow for copying of sensitive data. 
	Users, services, and applications are granted access appropriate to their functional need.  .
	List the system user accounts and groups noting the use of encrypted passwords. Determine locations from where the root account can log into.

.

	2. Services, Daemons, Modules

Unauthorized or unneeded objects running on the system could divert data and hamper processing performance.
	Standard build lists depict the minimum needed objects for systems operations and authorization steps for objects needed in addition to the standard build to operate specific functional or application needs.
	Compare services, daemons, and modules used on a system to the standard build and approved exceptions. Review job schedules (cron) and compare objects scheduled to objects authorized.

	3. Networks and Connections

Systems connected to unauthorized equipment could lead to data diversion or breech of data confidentiality.
	Connections to other internal or external systems should be expressly authorized and standard connection protocols and tools.
	Compare connection points allowed (other hosts) and connection methods (protocols) to management’s authorization.

	4. File Systems

Nonstandard file systems and critical system files subject to excessive change rights could enable unauthorized data transfer.
	Ability to create or change files should be appropriate to job functions. 
	Compare file systems and file access rights to the duties authorized to that account. 

	5. Logging & Auditing

The inability to trace system events would slow the repair of damaged systems and impair root cause analysis to aid avoiding future issues.
	System events should be recorded and those recording protected from alteration.
	List which logs are maintained and examine sensitive log files for completeness of content.

	6. Security

Accessing another user’s account eliminates accountability of actions taken.
	The password structure should be defined to reduce the likelihood of success of taking over another user’s account.
	Compare system enforced account policies (length, lockout, …) to management’s standards.

	7. Applications

Unauthorized placement of executable items on a system could facilitate diversion of data and resource misappropriation.
	Management should approve all executable objects.
	Compare lists of executable objects to those authorized by management.



	
	
	


