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INTRODUCTIONS

Jeffry Morrissette CISSP

Manager Enterprise Security @ BCBSNE
12+ Years in Info Sec

John Clabaugh
Sr. Threat Intelligence Analyst @ BCBSNE
Intelligence Analyst, USAFR

MS, International Security and Intelligence
Studies



BCBSNE THREAT INTEL PROG BACKGROUI

AWhy was it a priority for BCBSNE?

I Defined Security program and organization that works for
BCBSNE in place.

I Popular topic at Security conferences & events, Board
meetings, and Vendor conversations.
I Paranoia of AWhat we dondot know 1 s

Alssues with initial research
i Vendors using AnAscareo tactics
APHI now bigger target than Credit Cards!
A Medical records selling for much more than CC#!
I Unclear from industry and vendors what it really meant



WHAT IS THREAT
INTELLIGENCE ANYWAY?

ARely primarily on DoD Joint
Publications

I 2-0: Joint Intelligence

I 2-1: Joint and National Intelligence
Support to Military Operations

AThe PRODUCT resulting from the
collection, processing, integration,
evaluation, analysis, and interpretation
of available information concerning
foreign nations, hostile or potentially
hostile forces or elements, or areas of
actual or potential operations.

AThere are different aspects and
approaches that may make Threat Intel
look different in your organization.



WHAT IS THREAT
INTELLIGENCE ANYWAY?

Relationship of Data, Information, and Intelligence

Operational : Intelligence
Environment | Data | Information |
| . |
, |
Collection Processing Analysis
and and
Exploitation Production

Figure 2. The Intelligence Process
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WHAT IS THREAT
INTELLIGENCE ANYWAY?

A BCBSNE CTI Program roles and responsibilities

Understand the operational environment

Analysis of current threats, attackers, methods and
motivations. Contextualize security events as they relate to
BCBSNE. Provide situational awareness

Provide indications and warning (I & W)

Used in the identification and prevention of vulnerabilities
from being exploited, as well as informing operations of
potential attacks

Support situation development

Intelligence support to incident response in the event of a
security incident or breach 7 key role on IR team

Foster collaboration

Establish and build on relationships internal and external to
BCBSNE. Enhance industry security information sharing




OUR GOALS & EXPECTED VALUE

@O

Learn AWhat we ©®acundent & trend
Knowbo threats
Who wants to attack A Use information for
us? adjusting Security

How are they going to
attack us? PREPARE!
Do we already have

controls and strategy.

A Prioritize efforts &
$dollars on REAL

info out there that we bA threztgsr.t monitoring
do no t know a o‘gfo eases with
What is REALLY additional, actionable
happening in information.

Healthcare landscape?

G

Proof all the
Is real
A Continued support for
Security when we
havendét had
Abreacheso.

A Justify spending and
resources on
preventative and
monitoring controls.

A

any



HOW WE GOT STARTEDE

Experi ence c o-nvertthewheeDWInodot r e
knows how to do this?

Hire or consult with Government/Military SMEs
AWe hired from our military resource in Bellevue.
AiTell wus what a program | ooks

Form RELATIONSHIPS:
A Federal & Local Law Enforcement

A Community Security/Intel Groups
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Blue Cross Unique
Advantages

A BCBSAT Blue Cross Blue Shield

Association.

A 36 individual Blue Cross Plans
cover 100 million people, nearly

one-third of all Americans.

A BCBSNE has extremely supportive

leadership.

A Legal & Liability assurances for

sharing Intel information across | 02t t ee 0 LR g .
Lo ; : ‘. A S0 LA R
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WHERE ARE WE NOW?

Formally codified program and function that is fully
Integrated in normal business operations

@ Normal business process rather than an additional duty
or ad-hoc activity

Established Concept of Operations and official
procedures for each specific responsibility of the
program

@ No single point of failure T program well documented

Repeatable operations i moving from reactive to
proactive
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WHERE ARE WE NOW?

Coordination and collaboration within the BCBS
system

@ WannaCry and Petya/NotPetya

@ Information sharing both within healthcare and
financial sectors

@ NH-ISAC and FS-ISAC

@ Information Security Roundtable (ISRT)

@ Bi-annual meeting sharing experiences and best
practices
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WHERE ARE WE NOW?

CTI Program functions touch every aspect of our
business

Corporate Communications, Social Media, Customer Service,
Patch Management, Desktop Service, Compliance and Ethics,
HR

@ Informs decision making at every level

@ Daily updates for firewall blocks and bi-weekly Cyber
Security Council reporting

@ Influences company-wide training and awareness

Supports creation of internal phishing campaigns and
cybersecurity awareness training

14 »



WHERE ARE WE NOW?

@ Capabilities and production

@ Domain and credential monitoring, web scraping
and alerting, dark web monitoring

Threat notifications, critical advisories,
Intelligence summaries, and bi-weekly strategic

reporting
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WHERE ARE WE NOW?

Credential monitoring

BlueCross BlueShield
' Nebraska

Dear <Name>,

Blue Cross and Blue Shield of Nebraska continually monitors the internet to help ensure our members’
personal information remains secure. As a result of these security efforts, we recently discovered your
mynebraskablue.com online account details on a website commonly used by hackers and cyber criminals
to share stolen information.

The information that we discovered is noted below. If details related to any of your other online
accounts were also discovered (for example: Amazon, iTunes, etc.), we have included that information
as well.

The mynebraskablue.com account details we found are (last five characters) :

How did your information get on a malicious website?

When information for a limited number of customers is found posted to the internet like this, it usually
indicates that the information was somehow stolen from the customer’s personal computer, laptop,
tablet, phone, or other device they use to access their online accounts. Or, the information could have
been intercepted if the customer had used an unsecured Wi-Fi hotspot.

What should you do now?

* Using a computer or device that you do NOT normally use to access your online account(s),
immediately change your mynebraskablue.com account password. The computer or device
you normally use to login to your account(s) may contain malicious apps, viruses, malware or
other software that allowed someone else to capture your personal information.

e Carefully review all the information we’ve included above and immediately update the password
of any affected account.




WHERE ARE WE NOW?

Threat notifications

BlueCross
BlueShield
MNebraska

F.0. Box 3248

1818 Aksarben Drive
Omaha, NE 63130-0001
nebraskabluz.com

August 2016
Dear <Provider First Name= <Provider Last Name=:

Blue Cross and Blue Shield of Nebraska (BCBSNE) works with various entities that monitor
potential cyber threats. The threats often are posed to insurance carriers, but sometimes they
target specific physician practices. We consider it our responsibility to notify our providers when
one of our secunty partners alerts us to a possible cyber threat.

The Health Information Trust Alliance (HITRUST) is one of the organizations with which we
work to identify potential threats. HITRUST was created to accelerate the detection and
respense to cyber threats targeted at the health care industry.

Through HITRUST, we have become aware of a potential cyber threat to health care providers
in Nebraska. HITRUST released a threat bulletin regarding the sale of health records on the
dark web, stolen from compromised providers throughout the country. This activity is attributed
to a group known as TheDardkQverlord. Three of the providers impacted by these sales have
publicly announced data breaches. They are located in Georgia, lllinois and Missoun. HITRUST
reports that this hacker has posted other record sets stolen from providers in New York and
Oklahoma, and may have access to additional records not yet posted for sale.

Based on monitoning of TheDarkQverford, there is reason to believe they are targeting
orthopedic practices that use EHR (electronic health records) software from SRSsoft. The three
known compromised providers were orthopedic practices. Screenshots released by

demonstrate use of SRSsoft EHR software to access the health records.
However, it is possible that non-orthopedic providers use this software as well. HITRUST
reports that initial access is established through remote support accounts used by SRSsoft to
access a provider's network in order to perform maintenance or troubleshooting.

Therefore, HITRUST recommends that:
« Any organization/practice using the “SRSsoft EHR" software disables access
from remote support accounts to their networks.
+ Remote Desktop Protocol (RDP) access from the internet is disabled as
TheDarkQverlord has made multiple references to the use of RDP in their posts.
« Organizations/practices block internet access to or from The Onion Router (Tor)
network.

Please make sure your cybersecurity team or your IT department is alerted to this
potential threat if you use this software.
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WHERE ARE WE NOW?

Bi-weekly strategic reporting




