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INTRODUCTIONS

Jeffry Morrissette CISSP

Manager Enterprise Security @ BCBSNE

12+ Years in Info Sec 

John Clabaugh

Sr. Threat Intelligence Analyst @ BCBSNE

Intelligence Analyst, USAFR

MS, International Security and Intelligence 

Studies
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BCBSNE THREAT INTEL PROG BACKGROUND
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ÅWhy was it a priority for BCBSNE?
ïDefined Security program and organization that works for 

BCBSNE in place.

ïPopular topic at Security conferences & events, Board 

meetings, and Vendor conversations.

ïParanoia of ñWhat we donôt know is going to kill us!ò

ÅIssues with initial research
ïVendors using ñscareò tactics

ÅPHI now bigger target than Credit Cards!

ÅMedical records selling for much more than CC#!

ïUnclear from industry and vendors what it really meant



WHAT IS THREAT 

INTELLIGENCE ANYWAY?
ÅRely primarily on DoD Joint 

Publications

ï2-0: Joint Intelligence

ï2-1: Joint and National Intelligence 
Support to Military Operations

ÅThe PRODUCT resulting from the 
collection, processing, integration, 
evaluation, analysis, and interpretation 
of available information concerning 
foreign nations, hostile or potentially 
hostile forces or elements, or areas of 
actual or potential operations.

ÅThere are different aspects and 
approaches that may make Threat Intel 
look different in your organization.
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WHAT IS THREAT 
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ÅBCBSNE CTI Program roles and responsibilities

Understand the operational environment
Analysis of current threats, attackers, methods and 

motivations. Contextualize security events as they relate to 

BCBSNE. Provide situational awareness

Support situation development
Intelligence support to incident response in the event of a 

security incident or breach ïkey role on IR team

Provide indications and warning (I & W)
Used in the identification and prevention of vulnerabilities 

from being exploited, as well as informing operations of 

potential attacks

Foster collaboration

Establish and build on relationships internal and external to 

BCBSNE. Enhance industry security information sharing



OUR GOALS & EXPECTED VALUE
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Learn ñWhat we donôt 

knowò

Å Who wants to attack 

us? 

Å How are they going to 

attack us? PREPARE!

Å Do we already have 

info out there that we 

donôt know about?

Å What is REALLY 

happening in 

Healthcare landscape?

Document & trend 

threats

ÅUse information for 

adjusting Security 

controls and strategy.

Å Prioritize efforts & 
$dollars on REAL 
threats.

Å Support monitoring
processes with 
additional, actionable 
information.

Proof all the ñbad stuffò 

is real 

ÅContinued support for 

Security when we 

havenôt had any 

ñbreachesò.

Å Justify spending and 
resources on 
preventative and 
monitoring controls.



HOW WE GOT STARTEDé
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Experience counts.  Donôt re-invent the wheel.  Who 

knows how to do this?1

2

3

Hire or consult with Government/Military SMEs

ÅWe hired from our military resource in Bellevue.

ÅñTell us what a program looks like.ò

Form RELATIONSHIPS:
ÅFederal & Local Law Enforcement

ÅCommunity Security/Intel Groups
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Blue Cross Unique 

Advantages

Å BCBSA ïBlue Cross Blue Shield 

Association. 

Å 36 individual Blue Cross Plans 

cover 100 million people, nearly 

one-third of all Americans.

Å BCBSNE has extremely supportive 

leadership.

Å Legal & Liability assurances for 

sharing Intel information across 

plans.

Å Support from multiple BCBS 

security programs and Intel 

resourcesé



WHERE ARE WE NOW?
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Formally codified program and function that is fully 

integrated in normal business operations
1

2

Established Concept of Operations and official 

procedures for each specific responsibility of the 

program

3
Repeatable operations ïmoving from reactive to 

proactive

Normal business process rather than an additional duty 
or ad-hoc activity

No single point of failure ïprogram well documented



WHERE ARE WE NOW?

13

Coordination and collaboration within the BCBS 

system
1

3

2
Information sharing both within healthcare and 

financial sectors

Information Security Roundtable (ISRT)

WannaCry and Petya/NotPetya

NH-ISAC and FS-ISAC

Bi-annual meeting sharing experiences and best 
practices



WHERE ARE WE NOW?
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CTI Program functions touch every aspect of our 

business
1

2

3 Influences company-wide training and awareness

Informs decision making at every level

Daily updates for firewall blocks and bi-weekly Cyber 
Security Council reporting

Supports creation of internal phishing campaigns and 
cybersecurity awareness training

Corporate Communications, Social Media, Customer Service, 
Patch Management, Desktop Service, Compliance and Ethics, 
HR



WHERE ARE WE NOW?
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Capabilities and production1

2
Domain and credential monitoring, web scraping 

and alerting, dark web monitoring

3
Threat notifications, critical advisories, 

intelligence summaries, and bi-weekly strategic 

reporting



WHERE ARE WE NOW?
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Credential monitoring



WHERE ARE WE NOW?
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Threat notifications



WHERE ARE WE NOW?
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Bi-weekly strategic reporting


