
COMPETITIVE HACKING:  NULLIFY’S 

ORIGINS 

Nick Beede – Senior IA Major 

Tory Cullen – Potentially Graduated CS & IA Major * 

Michael Kunz – Potentially Graduated IA Major * 

Justin Roberts – Potentially Graduated IA Major * 

1 * -- Currently awaiting final grades from Mr. Steve Nugen 
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NULLIFY FOUNDING –  

BEGINNING AT DEFCON 19 
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DEFCON 

- Las Vegas, NV 

- Place for security-minded 
people to share experiences 
and learn 

- Pink mohawks and gadgets 
galore 

- Presentations from experts in 
the security world 

- Feeling of belonging to a 
community 
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A LITTLE INSPIRATION FROM 

DEFCON19 

- Beat to 1337: Create a successful university 

cyber defense organization 

- By Mike Arpaia & Ted Reed 

- Provided inspiration to create a student led 

computer security organization 
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NULLIFY FOUNDING –  

CAPTURE THE FLAG COMPETITIONS 
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CAPTURE THE FLAG (CTF)  

COMPETITIONS 

- Hosts: various universities and organizations 

- Usually last 24-48 hours, non-stop 

- As few as 8 and as many as 204 teams 

- Two Genres 

- Attack/Defend 

- Challenge-Based 
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KEY PERFORMANCE INDICATORS 

- Number of active members 

- Participation in CTF Competitions 

- Placement in CTF Competitions 

- Extra curricular activities 
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NEBRASKA UNIVERSITY CENTER FOR 

INFORMATION ASSURANCE (NUCIA) 

- NSA  National Center of Academic Excellence 

in Information Assurance Education 

- Bachelor’s Degree in Information Assurance is 

available 

- Master’s Degree in Information Assurance is 

available beginning in Fall 2012 
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STUDENT TECHNOLOGY EDUCATION 

AND ANALYSIS LABS (STEAL) 

- 3 physical labs, one virtual 

- Isolated from the Internet and no writeable 

media may connect to the network 

- Students are able to image computers with any 

environment needed for experimentation and 

learning 

- Dedicated CTF image for competitions 
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CSAW VIII 

- Hosted by Polytechnic Institute of New York 

University (NYU-Poly) 

- Placed 9th out of 207 teams  

- Qualified for Final Round in New York City 
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SCENARIO OVERVIEW 

Challenge Based: 

- Reverse Engineering 

- Web Exploitation 

- Forensics 

- Networking 

- Cryptography 
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CHALLENGE EXAMPLE 

- “Knockers” 

- Port knocking 

challenge 

- Several red herrings 

- “It’s a trap!” 
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REFLECTION 

- Proved NULLify is 
able to compete on 
a national scale. 

- Other schools do 
not have facilities 
like the STEAL 
Labs available at 
UNO 
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RWTHCTF 

- Hosted by Aachen University and 0ldEur0pe 

CTF team (First time hosting!) 

- Placed 36th out of 77 teams 

- Scenario:  Stop the Missile Crisis 
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SCENARIO OVERVIEW 

- Challenge based  
- Total of four questions 

- Answer each question 
to move onto the next 
challenge 

- To stop the missile from 
launching all challenges 
had to be completed 
along with remotely 
moving a robot to hit the 
stop button 
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REFLECTION 

- First  CTF hosted by Aachen University and 

0ldEur0pe 

- Only two teams ended up completing more than 

one challenge 

- Winning team called the hosts for a walkthrough 

of the challenges 
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ICTF 

- Hosted by University of California Santa 

Barbara (UCSB) 

- Placed 48th out of 87 total teams 

- Scenario:  Money Laundering 
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SCENARIO OVERVIEW 

- Challenge and service based 
- Challenges were completed to acquire dirty 

money 

- Services were exploited to launder money and 
score points 

- Cut, Payoff, Risk 
- Two minute rounds were used where the risk, 

payoff, and cut fluctuate 
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REFLECTION 

- While we succeeded on the challenge portion of 

the competition, we have found that we need to 

work on the service based attacks 

- Lack of organization for a large number of 

people proved to be cumbersome  
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NATIONAL CYBER DEFENSE 

COMPETITION 

- Iowa State University IA Center 

- Live CTF with vulnerable servers 

- Secure System Administration  

- Finished 7th out of 8 teams 
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SCENARIO OVERVIEW 

- New System Administrator for the Cynical 

Dentist Collation (CDC) 

- Secure several highly unsecured servers 

- Protect your flags from the attacking red team 

- Complete challenges, documentation, and 

anomalies 
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POINTS OF INTEREST 

- Unique CTF with services and vulnerable 

servers 

- Nuclear fallout event 

- Network modification challenges on the fly 

- Only team to never previously compete 
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REFLECTION 

- Time taken to prepare our network for the event 

- Penetration test our network before hand 

- Gained real world experience in securing 

networks from hackers 

- And last but not least... 
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Pizza and Wings!!! 
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IFSF CTF 

- Hosted by forbiddenBITS 

- From Tunisia 

- Challenge-based 

- NULLify placed 21st of 90 scoring teams 

worldwide 

- 4th among U.S. teams 

 

33 



CHALLENGE EXAMPLE 

- “Hidden Files” 

- Notice the small black strip at the bottom 

- Stegdetect detected an appended file (Turns out 

to be a zip) 

-  Included a password protected file 

- A simple password cracker determined the 

password was “pass” 
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SCENARIO OVERVIEW 

- Challenge Based 

- DOS application reverse 

engineering 

- Esoteric programming 

languages 

- Cryptography 

- Networking 

 

 

 

35 



STEAL -1  

- Temporarily 
reconfigured for 
going to battle on 
IFSF CTF servers 

- The real STEAL 
network was still 
isolated from the 
Internet 
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REFLECTIONS 

- ‘ is different than ` 

- Timestamps from other countries may be in a 

different format than those from the United 

States 

- Two to three people working on a challenge is 

plenty 
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PLAID CTF 

- Hosted by Plaid Parliament of Pwning (PPP) 

- CTF team from Carnegie Mellon University 

- Challenge based 

- NULLify placed 35th of 243 scoring teams 

- 12th place among U.S. teams 
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SCENARIO OVERVIEW 

- Challenge Based 

- Instead of a typical web 

page with challenges listed, 

contestants were required to 

playa custom RPG for the 

CTF based on RPG JS 

- Challenges were more 

difficult than previous CTFs 
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CHALLENGE EXAMPLE 

- “80’s Thinking” 

- Audio file of a fax wiretap 

- We had to find a way to 

decode the transmission 

- Key:??? 
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ANSWER  

“BlastFromThePast^_^” 
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REFLECTIONS 

- The RPG element was innovative albeit time 

consuming to list challenges 

- Organizing, and competing in a CTF the 

weekend before finals week is difficult 
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FUTURE GOALS 

- Continue to expand NULLify 

- Continue to compete in CTF competitions 

- Compete in CTF qualification rounds for 

DEFCON 
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FUTURE GOALS 

- Encourage members to study and train for 

certifications 

- Travel to DEFCON 20 
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CONCLUSION 

- Membership has grown from just a few to over 

ten active members meeting at least once a 

week 

- The number of CTF competitions has increased 

from one per year, to six this year 

- NULLify has competed very well on the national 

and international level 
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RESOURCES 

- https://csawctf.poly.edu/ 

- http://ctf.forbiddenbits.net/ 

- http://ctf.itsec.rwth-aachen.de/ 

- https://www.iac.iastate.edu/wiki/Cyber_Defense_Compe
titions  

- http://ictf.cs.ucsb.edu/ 

- http://ppp.cylab.cmu.edu/wordpress/  

- http://rocktheflag.net  

- http://utdcsg.org/  
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http://w ww.unonullify.com 

https://www.facebook.com/groups/UNOnullify  

QUESTIONS? 
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