
Scapy
Packet manipulation in Python



What is Scapy?
Python library for

● Capturing packets

● Dissecting them

● And forging new ones

With minimal effort



Why not Wireshark or [insert tool here]?
It may be a pain to do anything more than the developer(s) originally intended.

Scapy provides a convenient yet versatile interface for handling packets of many types 

at many layers.

Result: you can quickly make something to do the exact job you need.



Example: packet capture



Example: find rogue DHCP server



What else can we do with Scapy?
● ARP cache poisoning (to sniff on a switched network for example)

● Scanning with any kind of protocol they support or for which you can write the 

packets

● Checking for ICMP leaking/Ether leaking in padding (which may leak memory)

...and probably most other things you could imagine



Questions? 

Sebastian Hanus 

Contact information:

Email: sebastianxhanus@gmail.com

Twitter: @o0_shanus_0o
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