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Business Email Compromise

The Effective Evolution of Nigerian Fraud



Agenda
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• What is BEC?

• Why should you care (statistics)?

• Why is it so hard to stop?

• Apprehension is possible

• Join the fight!



What is BEC?
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 Historically unsophisticated scams have 
evolved into highly effective fraud

Nigerian Prince Scams              BEC



 Scam carried out by compromising or spoofing 
legitimate business email account(s) to conduct 
unauthorized transfers of funds

 Other Names for BEC:
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What is BEC?

 Business Email Spoofing 
(BES)

 Email Account Compromise 
(EAC)

 CEO Fraud / CEO Spoofing

 Man In the Email

 “Wire Wire”



Why Should You Care?
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Why Should You Care?
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 BEC victim complaints submitted to IC3.gov from 
October 2013 to May 2018:

 U.S. victims: 41,058

 U.S. losses: $2,935,161,457



IC3 - 2017 Losses Grouped by Crime Type
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The Many Varieties of BEC
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 Vendor Fraud (“Man-in-the-Email”)
 Invoice payments
 Real estate sales

 Compromised or spoofed email account used to request wire 
transfer
 Fraudster emails victim business employee or bank employee

 Requests for Personally Identifying Information (PII), for example 
W-2’s

 Other Similar Schemes:
• Intrusion resulting in changes to payroll system
• Requests for annuity distributions



How are new targets identified?
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How do they communicate with victims?

10

Spoofed email:
From: john.smith@domain.com
Reply-To: bad.guy@scammer.com

Look-alike domain registered:
john.smith@domain.com legitimate 
john.smith@dornain.com fraudulent

Compromised email account:
Phishing or malware used to steal credentials for 
john.smith@domain.com

mailto:john.smith@domain.com
mailto:bad.guy@scammer.com
mailto:john.smith@domain.com
mailto:John.smith@dornain.com
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 Romance Scam Victims 

 Online Job Scam Victims

 Street Gang Members (“cash out crews”)

 Co-conspirators that accept cash deposits

 U.S. businesses that sell products to Nigeria or other 
foreign nations (trade-based money laundering)

Where does all this money go?
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Successful Prosecutions
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Successful Prosecutions
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Successful Prosecutions
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Operation Wire Wire
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If You Are a Victim of a BEC Attack
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 Report incidents to IC3 (with or 
without losses)

 If money is sent, contact your bank 
and the FBI immediately



How to Prevent BEC
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 Use multi-factor authentication

 Implement policies and procedures for verifying 
significant transactions/changes (like wire transfers 
or vendor payment instructions)

 Add banner/warning to external messages

 Configure SPF, DKIM, and DMARC

 Educate and train employees



BEC-International Slack Channel
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