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Sock…               …Puppets?





• Why Sock Puppet Cobbler?
• Cobbler (spy terms) - A forger of identity documents.

• Or someone who fixes shoes

• Puppeteer - A person who creates sock puppet accounts for 
either benign or malicious purposes.

• Malicious actor - Someone who, through any means, threatens 
or attempts to threaten the security of an individual or 
company for malicious purposes.

• Disinformation - False or misleading information that is 
spread deliberately to deceive.



• Alternative accounts on social 
platforms in order to either collect or 
disperse information.

• Why are they used?
• Propaganda

• Algorithms and trackers rat you out

• Distance between you and your target



• Spreading information
• Propaganda

• Disinformation

• Collecting information
• For passive reconnaissance (open-source intelligence)

• For active reconnaissance (human intelligence)





• Product reviews
• Store or business reviews
• Comments or posts 

intended to harm business

• Personal information
• Convincing spear-phishing





















• Anonymity vs. Privacy
• Not the same thing

• Anonymity - When you cannot be linked 
to the account no matter how deep 
someone looks for the link.

• Persistence - When you want to be 
active on the platform.

• Throwaway vs. persistent accounts



Persona
Typically a single person.

Avatar
Usually based around an idea.



• Dedicated computer

• Virtual machine (VM)

• Email address

• Virtual private network (VPN)

• “Burner” phone

• Remove these items or add others



1. Creation
1. Set up computer
2. Create Profile Document
3. Virtual machine

1. Time zone, location

4. Email address
5. Social Media

1. Profile picture
2. Banner
3. Description

2. Aging
1. Log in around the same time
2. Like/follow/share



Trolls are more likely to
• Post on controversial topics
• Have no profile picture, or ones 

that look generated
• Be new with no followers or 

friends

Legitimate users usually
• Scroll through and look at posts
• Login at regular times
• Have a few followers/friends



• Sock puppets can be used for malicious purposes
• Spear-phishing and exploitation

• Negative comments, bad reviews

• Also used for
• Investigating suspects

• Verifying identity

• Train your company to be aware of what sock 
puppets can do and report suspicious behavior

• OOO email policies

• Social media audit



Dear Friends, Clients and Colleagues,

Sadly, due to deadlines, I am unable to read or respond to most email. Please don’t be 
offended, as this is true even for close friends.

I check email twice daily at midday and 4:00 PM UTC Monday-Friday. I respond to urgent 
email at those times and endeavor to respond to all other email on Fridays.





mlklos@protonmail.com

@MarielKlosterman

AgentSandstone.com/Project/Sock-Puppet-Cobbler


