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Hacking Your Career

Unlock Your Future: 
Building a Thriving Career in Cybersecurity
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Unlock the exciting world of cybersecurity and learn how to build a rewarding career 
protecting critical digital assets. Join us to discover the essential skills, certifications, and 
hands-on experience that will set you apart in this fast-growing field. We’ll also explore how AI 
is transforming cybersecurity, creating new opportunities and challenges. Whether you’re just 
starting out or looking to advance, this talk will inspire and equip you to take the next step in 
your cybersecurity journey!

Ron Woerner

Official Title



Introduction

If you have questions/comments please feel free to 
ask them anytime. You don't have to hold them until 
the end of the talk. 

If there are other resources similar to these that you 
think might be useful to people, please let the group 
know. 

Hopefully, this will be an interactive and productive 
session.

Ron Woerner, CISM, CISSP 3

Shamelessly stealing (more) from Aaron



I’d tell you who I am, 
but do you really care?

Ron Woerner, CISSP, CISM

https://www.linkedin.com/in/ronwoerner/

https://linktr.ee/cyberron 

I am here representing only me.

I am not allowed to mention
my primary employer… 

https://www.linkedin.com/in/ronwoerner/
https://linktr.ee/cyberron


What the $%$# are we doing here?



Quick Polls

Years of IT/Cybersecurity 
Experience

• > 20

• 10-20

• 5-10

• <5
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Who is looking for a 
new job? 

• Actively

• Passively

• Nop. I’m happy.

Ron Woerner, CISSP, CISM



WANTED:

HACKERS

reward

Hackers Dictionary
Hacker: “One who enjoys the 
intellectual challenge of creatively 
overcoming or circumventing 
limitations.”

Raymond, E., The Jargon Lexicon, Glossary, 
http://catb.org/jargon/html/H/hacker.html 

https://www.ted.com/talks/ron_woerner_hackers_wanted

http://catb.org/jargon/html/H/hacker.html


Defining the 
Problem

• How do I build my 
career?

• What’s up with 
cybersecurity jobs? 

• Is there a cybersecurity 
talent / hiring gap?

• How to thrive in volatile 
times?
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What CISOs 
Do

CISO 
MindMap 

2025

https://rafeeqrehman.com/2025/03/30/ciso-mindmap-
2025-what-do-infosec-professionals-really-do/

https://rafeeqrehman.com/wp-
content/uploads/2025/03/CISO_MindMap_2025.png

https://rafeeqrehman.com/2025/03/30/ciso-mindmap-2025-what-do-infosec-professionals-really-do/
https://rafeeqrehman.com/2025/03/30/ciso-mindmap-2025-what-do-infosec-professionals-really-do/
https://rafeeqrehman.com/wp-content/uploads/2025/03/CISO_MindMap_2025.png
https://rafeeqrehman.com/wp-content/uploads/2025/03/CISO_MindMap_2025.png


Be Prepared! 

HR & Applicant Tracking Systems

Ron Woerner, Still Employed (for now) 10

RIFS, Layoffs, DRPs, RTOs



Red Flags in Job Postings  

Source: CyberSN, “3 Red Flags in Cybersecurity Postings,” 
https://cybersn.com/3-red-flags-in-cybersecurity-postings/
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Red Flags:

• Job Requirements Make 
No Sense – Overly broad

• Two Or More Jobs In One 
Description – Lack Clarity

• Experience Requirements 
Don’t Match Job Level

• Ignores Transferable Skills



Red Flags in Job Postings  
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Red Flags in Job Postings  

A bad job posting can signal 
any number of bad omens 
for good candidates:

• This is a firm that doesn’t know 
what they need from this 
security position

• This is a firm that will overwork 
me and my security colleagues

• This is a firm that is compliance 
driven and not committed to 
security and risk

Source: CyberSN, “3 Red Flags in Cybersecurity Postings,” 
https://cybersn.com/3-red-flags-in-cybersecurity-postings/
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Red Flags:

• Job Requirements Make 
No Sense – Overly broad

• Two Or More Jobs In One 
Description – Lack Clarity

• Experience Requirements 
Don’t Match Job Level

• Ignores Transferable Skills



Key Findings – 1:

• Skills shortages* make it difficult to secure the organization.

• Lack of budget is the main cause for talent shortages and skills 
gaps.

• Participants’ pathways to enter the cybersecurity workforce are 
changing, as are their priorities.

• Diverse backgrounds can help solve the talent gap.

Source: 2024 ISC2 Cybersecurity Workforce Study
14*Debate “Cybersecurity Skills Shortage”

https://www.isc2.org/Insights/2024/10/ISC2-2024-Cybersecurity-Workforce-Study


Key Findings – 2:

• The expected advancements of AI will change the way cyber 
respondents view their skills shortage.

• Cyber professionals confident Gen AI will not replace their role.

• Gen AI presents benefits and challenges for cybersecurity.

• Organizations need a Gen AI strategy to responsibly implement 
the technology.

Source: 2024 ISC2 Cybersecurity Workforce Study
15

https://www.meetup.com/ai_omaha/

https://www.isc2.org/Insights/2024/10/ISC2-2024-Cybersecurity-Workforce-Study


Workforce Insights

Technical Skills*
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Source: 2024 ISC2 Cybersecurity Workforce Study

Cloud

Security Engineering

Risk Management

Application Security

Security analysis

GRC

AI/ML

* Technical is only a part 
    of needed skills

https://www.isc2.org/Insights/2024/10/ISC2-2024-Cybersecurity-Workforce-Study


Workforce Insights
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Source: 2024 ISC2 Cybersecurity Workforce Study

https://www.isc2.org/Insights/2024/10/ISC2-2024-Cybersecurity-Workforce-Study


Cybersecurity Career 
Growth Aspirations 
and Pathways

18
Source: 2024 ISC2 Cybersecurity Workforce Study

https://www.isc2.org/Insights/2024/10/ISC2-2024-Cybersecurity-Workforce-Study


Personal Challenges

HT: Jennifer Leggio, “The Lion’s Roar:
How to Bring Courage Back to Your Cyber Career”
RSAC 2025
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Impostor 

Syndrome

Company 

Culture / 

Toxic Work 

Environments

Burnout

Fear /

Failure & Risk-

Taking



What can we (The Industry) do?
Hint: Lots

Call to action for the industry

Reframe hiring practices

20
HT Helen Patton, “Are You Technical? 

Proving Competency In Cyber,” RSAC 2025



Cyber Career Requirements

Tech Skills

Personal 
Abilities

Functional 
Knowledge

21January 10, 2017 Ron Woerner, Cyber Guy



Hire and Develop Differently
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Do This Not This

Jobs to be done Titles

Apprenticeships Internships

Career Maps Job Families

Stackable 
Credentials

Stand Alone 
Credentials

Potential History

Include:

• Formal Education

• Informal Learning

• On The Job 
Experiences

• Conferences & 
Communities

• Coaches and Mentors

HT Helen Patton, “Are You Technical? 
Proving Competency In Cyber,” RSAC 2025



What can we (personally) do?
Hint: Lots

See your career as a continual learning journey

23Ron Woerner (aka “Coach Ron”)
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Build a Resilient Mindset

Build a Resilient Mindset

BUILD A RESILIENT MINDSET

Build a Resilient Mindset

Build a Resilient Mindset

HT: Jennifer Leggio, “The Lion’s Roar:
How to Bring Courage Back to Your Cyber Career”
RSAC 2025



Hacking Your Career Tips

• Visualize Your Goals – what do you want to be 
when you grow up & why?

• Social Engineer Your Next Boss /
OSINT

• ABC = Always Be Curious|
Actively Learn

• Practice, Practice, Practice

• Be Tenacious 

• Be a Hacker

25Ron Woerner, (aka “Coach Ron”)



When all else fails

26
HT Helen Patton, “Are You Technical? 

Proving Competency In Cyber,” RSAC 2025



Building Your Brand

Social Media 
(primarily LinkedIn)

27

Differentiating yourself

Personal Website

Your LinkedIn Profile and Website should match your resume



Building Interpersonal (soft) Skills

28Ron Woerner, Funny Guy

• Attitude (preferably good)

• Communications 
(Writing & Speaking)

• Teamwork / Collaboration

• Critical Thinking

• Tenacity

• Humor

I’m allowed 1 “Dad” Joke



Improving Communications & Leadership

https://techtalkers.toastmastersclubs.org/ 29



Be part of a community - Contribute

https://cybersecurityomaha.com/
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But Ron, What About the 
25 for 25?

I’ve only provided eighteen references so far…

Let’s explore more.

31
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https://www.cyberseek.org/heatmap.html

https://www.cyberseek.org/heatmap.html
https://www.cyberseek.org/heatmap.html


Cybersecurity 
Career Pathway

33https://www.cyberseek.org/pathway.html

https://www.cyberseek.org/pathway.html


Cyber 
Careers 

Pathways 
Tool



For Book Nerds

https://cybercanon.org/ 35



One Ring To Rule Them All… 

36

https://cybersecurityguide.org/

https://cybersecurityguide.org/resources/


The Obligatory 
Questions Slide

1 - aka Let’s Play “Stump the Professor”

2 - Obligatory AI art

37



Apply What You’ve Discovered

Write

•3 Strengths

•3 Weaknesses

•3 Dream Jobs

•3 Resources You’ll Explore

•3 Things You’re Doing Today

Refine Your Career

Ron Woerner, Educator 38

Who learned 
Something 

New?



June Online Meeting* Featuring Roger Grimes

Date: Tue, June 24

Time: 12:00-1:00PM CDT

Speaker: Roger Grimes 

(https://www.linkedin.com/in/rogeragrimes/)

Topic: "Taming the Hacker Storm: A Way to Defeat 

Cybercriminals and Malware" (https://www.amazon.com/Taming-

Hacking-Storm-Framework-Defeating-ebook/dp/B0F2PT5P66)

Please register 

at https://bellevue.zoom.us/meeting/register/7wURjS4kRKmqP2wRrO3aOg.

* This is a special, free, virtual event for the Nebraska Cybersecurity 

Community sponsored by the area cybersecurity community. 

39

Registration is 

Open!

https://www.google.com/url?q=https%3A%2F%2Fwww.linkedin.com%2Fin%2Frogeragrimes%2F)%2C&sa=D&source=calendar&usd=2&usg=AOvVaw1CQTfXf_Y7kg3evWdoohXB
https://www.amazon.com/Taming-Hacking-Storm-Framework-Defeating-ebook/dp/B0F2PT5P66
https://www.amazon.com/Taming-Hacking-Storm-Framework-Defeating-ebook/dp/B0F2PT5P66
https://www.google.com/url?q=https%3A%2F%2Fbellevue.zoom.us%2Fmeeting%2Fregister%2F7wURjS4kRKmqP2wRrO3aOg&sa=D&source=calendar&usd=2&usg=AOvVaw2Av_D3EoZgLMtfg5GjZFrx


Ron Woerner
Cyber-AAA, LLC

ronw@cyber-aa.com
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Slides available at 
https://www.nebraskacert.org/CSF/
&
https://github.com/hackerron/Present
ations/blob/main/Hacking%20Careers
%20-%20May%202025%20Final.pdf 

Hacking Your Career
Unlock Your Future: 
Building a Thriving Career in Cybersecurity

https://www.nebraskacert.org/CSF/
https://github.com/hackerron/Presentations/blob/main/Hacking Careers - May 2025 Final.pdf
https://github.com/hackerron/Presentations/blob/main/Hacking Careers - May 2025 Final.pdf
https://github.com/hackerron/Presentations/blob/main/Hacking Careers - May 2025 Final.pdf
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