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International Cooperation THsrupts Malti-Countey
Cybser Theft Ring
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http://www.fbi.gov/news/pressrel/press-releases/international-cooperation-disrupts-
multi-country-cyber-theft-ring



0TS of Publicly Available Info
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http://www.symantec.com/connect/blogs/zeus-king-underground-crimeware-toolkits
http://www.youtube.com/watch?v=CzdBCDPETxk
http://www.fortiguard.com/analysis/zeusanalysis.html



Meet Zeus

Hackers lock Zens crimeware kit with
Windows-like anti-piracy tech
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http://www.computerworld.com/s/article/9170978/Hackers_lock_Zeus_crimeware_kit_wi
th_Windows_like_anti_piracy_tech
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woes This Really Work?
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http://voices.washingtonpost.com/securityfix/2009/10/ubiquitous_zeus_trojan_targets.ht
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http://news.cnet.com/8301-27080_3-20002425-245.html
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'ﬂWhat Can Attackers Do?




A Typical Theft

_ Security Fix
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http://voices.washingtonpost.com/securityfix/2009/07/an_odyssey_of fraud_part_ii.html



A Typical Theft (2)




A Word About Mules

http://www.nartv.org/2010/12/16/pack-mules-the-re-shipping-fraud-malware-connection/
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BadiNews for Small Business
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Financial Services Information Security News:
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http://searchfinancialsecurity.techtarget.com/news/article/0,289142,sid185_gci1373452,0
0.html



B ownstream Effects...
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http://krebsonsecurity.com/2010/02/n-y-firm-faces-bankruptcy-from-164000-e-banking-
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jﬂi_::atting Zeus - Client Side

http://www.usatoday.com/tech/news/computersecurity/2009-12-30-cybercrime-small-
business-online-banking_N.htm
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Or Perhaps...
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http://news.cnet.com/8301-27080_3-10370164-245.html

Wife bans FBI head from online banking
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OMbatting Zeus
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CZ2 Servers
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https://zeustracker.abuse.ch/index.php
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'._ 2 Servers (Continued)
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Servers - The Future
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http://blogs.zdnet.com/security/?p=5110
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Take-Aways
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Wrapping Up
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