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Privacy Cyberwarfare

As nation-state actors grow their information warfare capabilities, individuals suffer as part of
coordinated and targeted attacks on organizations. Threat actors are weaponizing data causing life
threatening harms. This session presents a new privacy cyberwarfare framework for privacy-related
harms—tactics, technigues and mitigation strategies to address sophisticated privacy threat actors.

After completing this session, participants will be able to:

—Define privacy cyberwarfare.

—Understand how to monitor and protect against cyberwarfare to prevent security incidents.

—Take away tips on using the MITRE ATT&CK Framework to combat privacy cyberwarfare and protect
against privacy harms.

—QObserve techniques for reporting and negotiating with leadership and the board on cyberwarfare
challenges and changes.




Learning Objectives

What is Privacy Cyberwarfare?

Monitor and Protect Against Privacy Cyberwarfare

Techniques for Reporting and Negotiating with Leadership

I Utilizing the MITRE ATT&CK Framework




Privacy Landscape



FIPPs Privacy Principles

1. Access and Amendment. Agencies should provide individuals with
appropriate access to Pll and appropriate opportunity to correct or
amend PII.

2. Accountability. Agencies should be accountable for complying with
these principles and applicable privacy requirements, and should
appropriately monitor, audit, and document compliance. Agencies
should also clearly define the roles and responsibilities with respect to
Pl for all employees and contractors and should provide appropriate
training to all employees and contractors who have access to PII.

3. Authority. Agencies should only create, collect, use, process, store,
maintain, disseminate, or disclose PIl if they have authority to do so,
and should identify this authority in the appropriate notice.

4. Minimization. Agencies should only create, collect, use, process, store,
maintain, disseminate, or disclose Pl that is directly relevant and
necessary to accomplish a legally authorized purpose, and should only
maintain Pll for as long as is necessary to accomplish the purpose.

5. Quality and Integrity. Agencies should create, collect, use, process,
store, maintain, disseminate, or disclose PIl with such accuracy,
relevance, timeliness, and completeness as is reasonably necessary to
ensure fairness to the individual.
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https://www.fpc.gov/resources/fipps/

Individual Participation. Agencies should involve the individual in
the process of using Pll and, to the extent practicable, seek
individual consent for the creation, collection, use, processing,
storage, maintenance, dissemination, or disclosure of PII.
Agencies should also establish procedures to receive and
address individuals” privacy-related complaints and inquiries.

Purpose Specification and Use Limitation. Agencies should
provide notice of the specific purpose for which Pll is collected
and should only use, process, store, maintain, disseminate, or
disclose Pll for a purpose that is explained in the notice and is
compatible with the purpose for which the Pll was collected, or
that is otherwise legally authorized.

Security. Agencies should establish administrative, technical,
and physical safeguards to protect PIl commensurate with the
risk and magnitude of the harm that would result from its
unauthorized access, use, modification, loss, destruction,
dissemination, or disclosure.

Transparency. Agencies should be transparent about
information policies and practices with respect to Pll, and
should provide clear and accessible notice regarding creation,
collection, use, processing, storage, maintenance,
dissemination, and disclosure of PII.




12 State Privacy Laws!

US State Privacy Legislation Tracker 2023

STATUTE/BILL IN
LEGISLATIVE PROCESS

. Introduced
. In committee

In cross chamber
In cross committee
Passed
B signed
Inactive bills
. No comprehensive bills introduced

€) Last updated: 9/15/2023




DLA Piper - Global Privacy Laws

https://www.dlapiperdataprotection.com/
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Group

Harm

Harm Definition

Surveillance

Watching, listening to, or recording of an individual’s activities

Information
Collection Interrogation Questioning or probing individuals for personal information
Aggregation Combining of various pieces of personal information
Identification Linking of information to an individual
Information
Processing Insecurity Carelessness in protecting information from leaks or improper access
Secondary Use Using personal information for a purpose other than for which it was collected
Exclusion Failing to let an individual know about the data that others have about them or
Solove’s 16 participate in its handling or use
Disclosure Revealing truthful information about an individual that impacts their security or the
P riva cy H a rm S way others judge their character
Breach of Confidentiality Breaking a promise to keep an individual’s information confidential
Exposure Revealing an individual’s nudity, grief or bodily functions
Information

Dissemination

Increased Accessibility

Amplifying the accessibility of personal information

Invasion

Blackmail Threatening to disclose personal information

Appropriation Using an individual’s identity to serve the aims and interests of another
Distortion Disseminating false or misleading information about an individual
Intrusion Disturbing an individual’s tranquility or solitude

Decisional Interference

Intruding into an individual’s decision making regarding their private affairs

https://scholarship.law.upenn.edu/penn_law_review/vol154/iss3/1
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Misinformation:
False or incorrect
information, regardless of
malice or intent to deceive.

Cyberwarfare:

Use of computer technology
to disrupt the activities of a
state or organization,
especially the deliberate
attacking of information
systems for strategic or
military purposes.

Disinformation:
False or misleading
information that is spread
deliberately to deceive and
manipulate.

Privacy Cyberwarfare:

Malicious misuse of
personal information or
holding personal data
hostage with the intent to
cause harm.




ChaptGPT

Create a reference page with scholarly articles on Biometrics in Al

Certainly! Here's a reference page with scholarly articles on Biometrics in Al:

lame: "Biometric Recognition: Challenges and Opportunities”
Authors: Anil K. Jain, Arun Ross, Salil Prabhakar
Published in: IEEE Computer, 33(2), 2000.
DOI: 101109/2.825774
Name: "Deep Learning for Biomet Survey"
Authors: Raghavendra Ramachandra, Raghavendra Kotikalapudi, Venu Govindaraju
Published in: arXiv preprint arXiv:1803.10314, 2018.
Name: "Recent Advances in Biome stems: A Comprehensive Survey”
Authors: A. ). Aimahallawi, S. S. Agaian
Published in: |IEEE Access, 5, 2017.
DOI: 101109/ACCESS.2017.2703869
lame: "Fingerprint Liveness Detection: A Survey”
Authors: Chingovska, lvana, et al.
Published in: ACM Computing Surveys (CSUR), 47(2),
DOI: 10:1145/2591287

5. Name: e Recognition: A Literature Survey”
Authors: Li, Stan nd Anil K. Jain
Published in: ACM Computing Surveys (CSUR), 35(4), 2003.
DOI: 10:1145/954339.954342

Recognition: An Emerging Biometric Technology”
Authors: John Daugman

Published in: Proceedings of the IEEE, 85(9), 1997.

enerate response
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Authors: Kiran Raja, P. and Raghavendra, R.

Published in: International Journal of Computer Applications, 40(12), 2012.
DOL: 10.5120/6! 8665

Name: "Voice Biometrics: A Comprehensive Survey”

Authors: Chellapilla, Kumar, and Sridhar Krishnan

Published in: Pattern Recognition, 41(11), 2008.

DOI: 101016/j.patcog.2008.02.0

Name: "Gait Recognition: A Biometric for Human Identification™

Authors: Narendra Ahuja, Tieniu Tan

Published in: IEEE Transactions on Pattern Analysis and Machine Intelligence, 28(2), 2006.
DOL: 10:1109/TPAMI.2006.36

Remember to use the DOI or other identifiers to easily locate these y articles in

databases or libraries. Happy reading!

Are these articles real?

| apologize for any confusion. As an Al 1age model, | don't have direct accessto a
database of real articles. The reference list | provided is a fictional example, and I randomly

generated the titles and authors. Therefore, these specific articles do not exist in reality.

If you are interested in finding real scholarly articles on Biometrics in Al, | recommend

searching reputable academic databases like IEEE Xplore, ACM Digital Library, PubMed,
ogle Scholar, or ScienceDirect. You can use keywords like "Biometrics in Al," "Biometric

Recognition,” "Al for Biometrics,” etc,, to find relevant research papers and articles. Always

ure to check the credibility and authenticity of the sources you use for your research.




Ransomeware

Cryptol ocher

Your personal files are encrypted!

Your important files encryption produced on thes computer: photos,
wdeo, documents, etc. HERE 15 a complete list of encrypted files, and
you can personally verify this

Encryption was produced using a unique public RSA-2048 generated
for this computer. To decrypt fles you need Lo obtan the private key

The single copy of the pervate key wich wll allow you to decrypt the
files is on a secret server on the internet. the senver will destroy the key
ater a ime specified in this window Afer that, nobody and never will
ba abie to restore files

To obtain the pervate key for this computer, which wall automatically
decrypt fles, you need to pay 300 USD / 300 EUR simdar amount
Prrvate Ley will be destroyed on in another cumency.

2112014 12:19:41 AM
Chick Next>> to select the mathod of payment and the currency

Teme kel

d.23:59:15 Any attempt to remove ot damage this software will lead
to immediate destruction of the private key by server.

Next>>

LF S T "W TW- 5SS S B - T U ST SIe W T - T Uk S TWIN
A ITVAITIAQLT UTOLMIUWLIVIL LHIC Wi VUi HIvalw ncy.
P y M

https://www.nomoreransom.or.
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Most Valuable Asset



Most Valuable Asset?

% Data!

Robotics and Automation News July 2021....

“Data: The Most Valuable Commodity for Businesses. The

wider world of cyber could achieve a cumulative market value o
of $280 billion by 2025, while data is now considered to be the

globe’s most valuable and vulnerable resource.”

https://roboticsandautomationnews.com/2021/07/22/how-has-data-become-the-worlds-most-valuable-commodity/44267/




Most Valuable Asset?

@ Data!

Avoras AG March 2022....

“Data has become the most valuable asset in the world, and vet,
we still see enterprises treat the management of data as
¢ overhead instead of a source of competitive advantage.”
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Money & Harm

=]

* Company’s make $SS on data aggregation and marketing
— Targeted marketing
— Sell to others

— If you’re not paying for a service, you’re the product

e Adversaries want it too

s Because they can

— Money

— Extortion




Protect Your Privacy!



OSINT Framework

d C a @ osintframework.com @ | TP A N :

(T) - Indicates a link to a tool that must be installed and run locally
O S I N l F ra m ewo rk (D) - Google Dork, for more information: Google Hacking
(R) - Requires registration

(M) - Indicates a URL that contains the search term and the URL
itself must be edited manually

(O ThatsThem

O Hunter

(O Email to Address (R)
O Pipl

(O VoilaNorbert

Username O

Email Address O

Domain Name O

IP Address )

Images / Videos / Docs O
Social Networks O
Instant Messaging )
People Search Engines )
Dating ©

Telephone Numbers )
Public Records )

Email Search O

Common Email Formats O
Email Verification O
Breach Data Q)

Spam Reputation Lists O
Mail Blacklists ()

O Reverse Genie Email
(O theHarvester (T)

QO Infoga (T)

O MailDB

O Skymem

(O MailsHunt

https://osintframework.com/
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MITRE ATT&CK Framework

Contribute ‘ Search Q

R Initial Access Execution Persistence Privilege Escalation Defense Evasion Credential Access Discovery Lateral Movement Collection Command and Exfiltration Impact
Development Control
10 techniques 8 techniques 9 techniques 14 techniques 19 techniques 13 techniques 42 tachniques 17 techniques 31 techniques 9 techniques 17 techniques 16 techniques 9 techniques 13 techniques
Active Scanning (5 Acquire Access Drive-by Compromise Cloud Administration Account {Abuse Elevation Control Adversary-in-the tion of Remote Automated Account Access Removal
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Gather Victim Host Exploit Public-Facing pplication Windov very Data Destru
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Serverless Execution

very
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Shared Modul Exploitation for Privilege File and Directory Discovery ] itories (3,

External Remate Escalation Non-Standard Port Transfer Data to Service Stop

Services missions Mutti-Factor rom Local Cloud Accou

Authe:

Reboot

System Shutdo

Network Se

e Discovery
System Services

|Process injection Network Share Discovery
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er Execution g, Hijack Execution Flow ;3

Network Sniffing
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|valid Accounts ¢
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Steal Application
Access Token
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Authentication
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) i
21 [T https://attack.mitre.org/




Hackers don't break In.

=
They €3 log in.




reaches and Fines

2 2 E The Annual Data Breach Report explores fundamental shifts in the root

causes of identity-related crimes. While 2021 represented an all-time high

D A I A for data compromises reported in the United States, 2022 represents arare
plateau for data events after years of steady increases in the number of

B R E AC H reported compromises.

2 4 IDENTITY THEFT
E B R T rmTiv.

- yoann-an0-8830 RESOURCE CENTER

Compromises in 2022

@
1!802 | 422%312

TOTAL VICTIMS

Top 10 Compromises of 2022
«

03| AT&T Data 86,997 Victims

04 | Cash App Investing, LLC | 8.200000 Victims |

05 l Beetle Eye | 7,000,000 Victims

TOTAL
COMPROMISES

1,774 DATA BREACHES
392,180,551 VICTIMS

18 DATA EXPOSURES

7,146,425 VICTIMS
i Receiveables Performance -
10 UNKNOWN COMPROMISES 07 || "N iaastectent LLE 5,766,573 Victims

22,816,336 VICTIMS
o8 | Flexbooker |

Public Data Breach Notices 09| EyeCareleaders | 337z880vict
10 | Advocate Aurora Health| 3000000 Victims

06 | Twitter | 5485636 victims

66% of Notices

Did Not Include Victim and Attack Details

Top 10 Data Breach Attributes

z _ e ap——] Comprcies
Supply Chain Attacks on the Rise Nome 1,560
The number of supply chain attacks leapt Full Social Security Number 1,143

past malware-based compromises in 2022, Date of Birth 433

- Current Home Address 565

+10 Million Driver's License/State 1D Number 499

Individuals Impacted in 2022 dical His diti Diagnonsis 465

¥

Bank Account Number 443

e £ Medical insurance Account Number 370

Undisclosed Records 226

+1,700 Entities 40% More Supply Chain Medical Provider Account/Record Number 196

Were Targeted Attacks than Malware

Attacks

RCE CENTER 2023 | IDTHEFTCENTER.ORG

© IDENTITY THEFT RE

https://www.pcmag.com/news/cybercrime-in-2022-fewer-data-breaches-but-more-victims

American Security & Privocy

THE EVOLUTION OF GDPR FINES

Cumulative sum of GDPR fines over time
(Jul 2018-Dec 2022)

December 2022

€ 2,381,309,317

July 2018

https://www.egs.com/compliance-blog/biggest-gdpr-fines/
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You CAN Prevent Privacy Cyberwarfare

. Is this public information?

e Will this information cause harm to the individual?

*  Are systems and applications hardened and adequately protected?
. Can the data be easily recovered from backups?

. Encryption/decryption keys stored separately from the data?

There is NO harm is reporting a false positive, people will thank you for verifying before taking
action.




Privacy Cyberwarfare
Preparedness



Breach vs. Incidents?

@ What is the difference between breach and incident?

* A Data Breach is a type of Security Incident.
* Security Incident is unauthorized access to systems.

 All Data Breaches are Security Incidents, but not all Security
Incidents are Data Breaches.

¢ e Privacy Incident is violation of expectations in the use or
processing of data OR unauthorized access to data.




NIST 800-161

Computer Security Incident Handling Guide Rev2

Containment -
Detection & Eradication Post-Incident
Preparation Analysis & Recovery Activity

28 oo i https://csrc.nist.gov/publications/detail /sp/800-61/rev-2/final




McElroy-McKee Privacy Incident Response Methodology

Lessons

‘ Learned
Mitigate
) Long-Term
, | Iden'tlfy IHarm
‘ — Tactic
l Mitigate

Identify
A Techni
_ Detect echnique
r_ Harm
Preparation

Short-Term
'Harm




Create a Privacy Response Plan

9 Policy
Goals

@ Purpose Q Scope
Obijectives Assumptions




Roles & Responsibilities




Privacy Incident Response Plans (PIRP)

*Introduction/Mission/Scope/Goals *Business Impact Assessment
*Compliance Requirements *Recovery Time Objective
*Management Commitment *Recovery Point Objective

* Definitions (Privacy vs. Security Incident) * Critical business functions

*Plan Maintenance/Revision History * Asset Lists & recovery priority

*Roles and Responsibilities * Offsite data and storage requirements
*Incident Classification *Site plans/emergency procedures
*Privacy Incident Response Process *Risk mitigation plans

* Data Analysis and Forensics *Supplier Vendor Contact information
*Chain of Custody *Monitor & Support for Long-Term Harms
*Communication & Notification Procedures *Staffing

* Action Logs/Issues Tracking Forms *Training

*Metrics *Testing

32 -nmmcnn Security & Privocy




Organizational Stakeholders

Top Down

e Board Approval
e Executives

Meet in the Middle

e \/Ps
e Managers

Bottom UP

® Front Lines



Response & Recovery Across the Organization

s[e ® R ‘

e Set the tone

Develop Plans * Implement solutions

Define budgets Understand risk tolerance e Maintenance and monitoring

Organization Values Budget and resource allocation ¢ Diagrams and data flow maps

* Communications * Governance * PIRP/DR/BCP/BIA execution

» Strategy * Training




Don’t just make an incident response plan. Test it.

Having an incident response (IR) plan is only the first step. Testing that plan regularly can help you
proactively identify weaknesses in your cybersecurity and shore up your defenses. Not to mention you can

save millions in data breach costs.

$2.66M

Average breach cost savings at organizations
with an IR team that tested their plan versus

those who didn’t

35 it i https.//www.ibm.com/reports/data-breach




Privacy Cyberwarfare Action Plan

Data Inventory & Define Protect Identify Stakeholders Create Privacy
Mapping Surface Response Strategy &
Plan

Data Minimization & Limit Data Inspect anq Log Monitor & Maintain
Protection Controls Sharing All Traffic




Connect with Me!

Reach out to the speaker to learn more about their background

Dr. Lisa McKee

American Security and Privacy

Founding Partner
Lisa.McKee@AmericanSecurityandPrivacy.com
Connect on LinkedIn

37 Americon Security & Privocy




Thank You!

American Security & Privacy




